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Executive Summary 

Citizen 360 is a data fusion project designed to improve intra-governmental 

data-exchanges and to improve the daily lives of citizens by unleashing a new 

generation of online government services that fall into four categories (update 

once, life changes, emergency, and community). The report first analyzes the 

importance of government data, the growing reliance of the private sector on 

it, and its incredible growth. Next, the report analyzes the continuous, 

unwillingness and failure of government agencies to fuse well their data. The 

report illustrates the heavy cost of this failure through the analysis of four 

disasters ((9/11 (2001), Hurricane Katrina (2005), the Haiti earthquake (2010), 

and the Fukushima nuclear disaster (2011)) and several other case studies. 

Next, the report discusses four specific challenges (regulatory, privacy, 

technology, and organization) to Citizen 360 and provides solutions to these 

challenges. The report emphasizes that the success of Citizen 360 depends on 

the willingness of government agencies to support this project. Three specific 

models (top-down pressure, individual incentives and institutional incentives) 

are proposed to address this organizational challenge. Above all else, the report 

emphasizes that the success of Citizen 360 will depend on creating first a 

supportive legal framework that will ensure the protection of citizens’ privacy 

and provide incentives to government agencies to support Citizen 360. 
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Vision of Citizen 360: Value for Citizens 

Imagine a government where data moves freely among departments and agencies. Imagine a 

government in which agencies willingly expose their data so other agencies can access it and 

fuse it to their own data. In this government, agencies will harness Business Intelligence (BI) 

techniques to detect interesting relationships between information that they own and data 

that they acquired from other agencies. Agencies could then use information more effectively 

to make better decisions, better prioritize government work, and provide improved services 

to citizens. Citizens will receive new services that depend on this new data-fusion and were 

never before available. For example, parents of a newborn or new retirees will receive a single 

package of information about the government services they are entitled to receive. Or, to give 

another example, citizens will be able to track, find, and claim lost accounts or assets (where, 

today, such information exists but is scattered across the databases of dozens of government 

ministries and agencies). Likewise, communities such as small villages will be able to acquire 

well-integrated government data regarding a proposed, large-scale, nearby government 

infrastructure project and assess the impact of this project on the community. During natural 

or manmade emergency situations, citizens will acquire real-time, life-saving information that 

depends on the integration of data owned by different government agencies. In short, a new 

information ecosystem will be unleashed within government and contribute greatly to 

revitalizing the economy at large. 

Citizen 360 is the data fusion project designed to breathe this imaginary government into real 

life. Specifically, we envision improved intra-governmental data-exchanges and four categories 

of new citizen services that governments can only provide based on strong data fusion 

infrastructure, the kind that Citizen 360 will create. Figure 1 below illustrates these four 

categories: 
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Figure 1 - The Vision of Citizen 360 

 

First, with Citizen 360’s data fusion infrastructure, citizens will update and search for 

government data one time only, as opposed to multiple updates and searches that these 

citizens must conduct today across the databases of numerous agencies. For example, the 

Israeli government recently released a new Internet-based service (called ‘Har Hakesef’ or a 

‘Mountain of Money’) to help citizens search and find lost bank, savings, and insurance 

accounts irrespective of which government agencies have data about these lost accounts. On 

August 30, 2016, the Israeli cabinet formally adopted resolution 1933 that instructs all 

government agencies to cease demanding citizens to provide information that these citizens 

have already provided to another governmental agency. Israeli government agencies are 

instructed to comply with this path breaking resolution by 2021 (in terms of asking citizens to 

provide information one time only) and 2022 (in terms of asking corporations to provide 

information one time only). 

Update Once Life Change 

Community Emergency 
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Second, Citizen 360 will provide citizens with strong support during critical life changes these 

citizens undergo. So, for example, newly married couples require information from multiple 

government sources to decide where to buy their first apartment. Likewise, a citizen who is 

laid off from his work place is in dire need to acquire a lot of important information from many 

different sources. Citizen 360 will help these citizens easily find and integrate government 

data to support their critical life change decisions and actions. 

Third, Citizen 360 will support a whole new class of emergency services that citizens demand 

during crisis times. Due to natural or manmade disasters, citizens sometimes find themselves 

in dire need of a lot of information from different agencies. So, for example, after a horrifying 

natural disaster such as a hurricane or a large scale terror attack, citizens must acquire fast 

high-quality and reliable information about transportation, utilities, housing, schooling and 

more in order to make good decisions where and how to travel and where to turn for help. 

Under wartime conditions, such timely, accurate and well-integrated information becomes 

even more critical. Citizen 360 will provide the infrastructure empowering citizens to make 

life-saving decisions based on well-integrated government data. 

Finally, the citizens’ quality of life is almost always determined by the quality of the 

communities within which they reside. Therefore, government has a strong stake in 

strengthening such communities. These communities too are in dire need of well-integrated 

government information. For example, the residents of a new community or an elderly home 

are in need of information about transportation, education, culture and sports, shopping, 

building and zoning plans, and more. Citizen 360 will help communities make better joint 

decisions based on well-integrated government data.  
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Yet, an ambitious data fusion program such as Citizen 360 will encounter regulatory, privacy, 

technological and (most importantly) organizational challenges. This report analyzes these 

challenges and proposes solutions to address them. The report’s most important message is 

that Citizen 360 must, first and foremost, develop solutions for the non-technological 

challenges of such a program. 

Data Fusion Problem 

The public sector is the collection of institutions whose administrative staff maintains a 

monopoly over the legitimate process of producing, updating, and disseminating the most 

extensive and authoritative information in the state (Peled 2014). The public sector’s data 

elements are ubiquitous. They range from the everyday (e.g., a driver’s license number) to the 

obscure (e.g., collecting information about the curvature of bananas and cucumbers according 

to the now defunct EC Regulation No.2257/94 (bananas) and No.1677/88 (cucumbers) 

designed to stop the spread of malformed or abnormal curvature bananas and cucumbers 

throughout the European Union). New missions compel the public sector to collect, store, and 

disseminate an ever-increasing stockpile of information. So, in every country, the public sector 

becomes a mammoth information storage site that must be maintained to support the daily 

routines of the modern state.  

Unfortunately government agencies, at all levels of government, do not share and fuse their 

data well. The report first discusses the following regarding government data: it’s importance, 

the growing reliance of the private sector on it, and its incredible growth. This section 

concludes with four shocking examples of data fusion failures inside government, the cost of 

these failures, and a discussion of the cost of more mundane and daily failures of government 

agencies to fuse their data well.  
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Importance of Government Data 

Public sector electronic records are important because they cover a long time period, are 

more reliable and sustainable, and are held by a more neutral guardian than similar private 

records. These records capture the most important moments in our lives: as babies and as 

elderly people, as drivers and as pedestrians, as home owners and as homeless people, as 

business people and as wage earners, as producers and as consumers, as workers and as 

vacationers, as patients, as children and as parents, as jurors and as criminals, as teachers and 

as students, and as political contributors. Over time, governments have become the owners 

of the largest and most valuable electronic information assets in the modern state. 

Increasing Private Sector’s Dependency on Government Data 

An information food chain, founded on the public sector’s data elements, governs our modern 

economy. Agencies collect information as a side product of executing their legislative 

missions. Over the years, agencies have accumulated important datasets on which other 

organizations and individuals increasingly depend. Public, private, and not-for-profit 

organizations would struggle to operate without access to the most basic data elements that 

agencies collect and create such as national ID and Social Security identification, drivers’ 

license numbers, the registry numbers of land parcels, school records, military identification 

numbers, and passport information. Every life event is captured in a data element owned by 

an agency, and by law citizens must provide timely information to update these data 

elements. 

Private sector corporations rely on the completeness, freshness, and availability of public 

electronic records. For example, in the United States, the Social Security Administration (SSA) 

Death Master File (DMF) maintains information about Americans who have passed away. In 
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the United States you may be buried six feet under but, if you are not in this file, private sector 

organizations will continue to invite you to open retirement accounts, demand that you pay 

your bills promptly, and inquire why you have not renewed your insurance on time. The 

smallest change in the procedures of registering people in the DMF immediately impacts tens 

of thousands of public, private, and nonprofit organizations (Danko 2011). Likewise, the 

publication of the US non-farm payroll monthly report immediately sends the US stock 

exchanges spiraling up or down (depending on the nature of the report). In the UK too, the 

plans of numerous Internet startups, midsize and large corporations plan are largely 

dependent on the annual release of the Office for National Statistics’ “Internet Access – 

Households and Individuals” report. 

The Incredible Volume of Government Data 

“Big Data” highlights that agencies, like private sector corporations, collect, store, and analyze 

large quantities of data in pursuit of novel data insights. The plummeting cost of storage, 

computing, and network bandwidth and the conversion of everything to digital data facilitate 

the efforts to collect and analyze Big Data. The most significant raw source of Big Data is “the 

digital exhaust.” Government agencies, like private sector and non-profit organizations often 

collect data about people’s digital traces including registering streams of computer mouse 

clicks, logs reporting where we drive or walk, and our financial transactions. Once aggregated, 

this digital exhaust reveals previously unseen patterns about people and their actions.  

This type of thinking emphasizes that people are the sum of their quantifiable social 

relationships, online interactions, and connections with various types of digital content. Big 

Data involves collecting and drawing insights from “messy” data. For example, Google 

developed powerful commercial spell-checking and voice recognition software by learning 
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from incorrect data about the common mistakes that people make when they type or speak. 

With Big Data, practitioners can easily discover nonlinear patterns that traditional statistical 

methods do not reveal. Big Data enables practitioners to investigate outlier cases that 

traditional statistics omit. It also allows managers to rely less on their intuition and more on 

mathematical and correlational data-analysis techniques 

Yet, in this new “big data” era of ours, we often forget that government agencies (rather than 

private sector corporations) are the owners of the biggest data troves in our modern 

information state. Experts estimate that by 2015, world digital data will be 7.9 zettabytes. This 

number is the equivalent of 18 million times the digital assets stored by the U.S. Library of 

Congress (LOC) at the end of 2011 (Ammirati 2011). From now until 2020, the digital universe 

will double in size every two years worldwide (Gantz and Reinsel 2012).  

In this digital universe, the public sector’s digital data troves are growing at a faster rate than 

those in the private sector. The scope of modern government data collection is 

unprecedented and increasing in terms of pace and magnitude. Government agencies are 

often entitled to compel people to provide them with information, without recompense. No 

aspect of modern life evades data collection efforts. Agencies do not know in advance which 

citizens they will want to scrutinize. So, agencies collect and store information as a preemptive 

measure, to allow immediate access to data about people who fall under suspicion 

As a consequence of the aforementioned, agencies amass the largest troves of data in the 

modern state For example, The NSA has recorded and stored about 20 trillion domestic and 

international phone calls during the two years following the terrorist attacks of September 11, 

2001. Since then, the NSA has increased its data collection pace. At the end of 2011, the NSA 

admitted that every six hours it gathers as much data as is stored in the complete printed 
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materials collection of the Library of Congress (LOC), including every book or journal that LOC 

has been storing since its foundation in 1800 (Ayers 2007, Economist 2010, Nosowitz 2011). 

Figure 2.0 below utilizes the metaphor of buildings to demonstrate the enormous size of some 

of the world’s largest government data repositories and data storage centers in comparison 

to the data that Google processes every year: 

 

Figure 2 - Government as the Owner of the World's Largest Data Repositories 

Figure 2 is designed to use the metaphor of comparative distances to the moon (404,258 

kilometers) to illustrate how much more data some government entities store in comparison 

to even the largest private sector data processing corporations such as Google. Figure 2 above 

illustrates the US Library of Congress’ (LOC) total volume of digitized contents—assembled 

over a period of 200 years since 1800-- as the distance of 432 meters - equivalent in this 

example to 432 terabytes of data (1 terabyte = 1 meter). At the end of 2007, Google’s volume 

of processed data was 20,000 times larger than this volume of data – depicted as the distance 

of 8,640 kilometers (also about 20,000 times longer than 432 meters). By 2011, Google’s 

estimated processed data, depicted a distance of a 34,560-kilometers, was four times longer 
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than that of 2007. In 2013, Google’s estimated processed data was metaphorically the 

distance of a 69,120 kilometers two times longer than the “Google distance” of 2011 and 

about 17% of the distance between earth and the moon. If Google’s data processing power 

continues to double every two years as estimated by the authors of the Digital Universe series, 

few if any private sector corporations will be able to compete with Google in the data 

processing domain (Gantz and Reinsel, 2012). 

But consider the volume of data owned by the US National Security Agency (NSA). In 2013, 

NSA began operating its latest and largest data center located in Utah. This gargantuan 1.2 

billion dollar complex features 1.5 million square feet of space. High-performance NSA 

computers occupy 100,000 square feet and require 65 megawatts of power (enough for 

65,000 homes) and 1.5 million gallons of cooling water a day to keep the machines running. 

This new NSA data center will have the storage capacity of 5 zettabytes of data, enough to 

process 100 years' worth of worldwide communications, phones and emails and still have 

ample storage room to spare. So, a single NSA data storage facility can store 69 times more 

data than Google at the end of 2013. This is the same as comparing the distance of 4,769,280 

kilometers (i.e, the single NSA data storage facility in Utah) to that of the Google distance of 

2013 in Figure 2 above. Also note that 4,769,280 kilometers is almost twelve times longer that 

the distance between earth and the moon (404,258 kilometers). Finally, in 2016, China 

completed its newest data storage facility (Range International Information Hub in Langfang). 

Designated to be the data storage home of numerous Chinese government entities, this 

facility was designed and built to become the world’s largest data storage facility. Based in a 

territory of 6.2 million square meters (roughly the size of the American Pentagon) as 

compared to 1.5 million square meters of the NSA Utah facility, this new Chinese data storage 
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facility is metaphorically akin to a distance of 19,077,120 kilometers, or about 47 times the 

distance between the earth and the moon. 

In summary, over the past two decades, a new type of government has emerged to replace 

the traditional bureaucratic welfare state: the information state. The information state 

specializes in the use of information power; its agencies employ information power to 

redefine control of old domains and to carve out new areas of autonomous influence. 

However, this power depends on how well agencies fuse their data with each other. 

Unfortunately, the next section demonstrates that agencies continuously fail to share and fuse 

their silo data repositories. This failure results in loss of human lives and waste. 

Continuous Failure to Fuse Data Well Inside Government 

Several of the worst disasters of the past two decades are directly linked to intergovernmental 

data fusion failures. For example, the Central Intelligence Agency (CIA) had been tracking 

Mohamed Atta, the ringleader of the nineteen 9/11 terrorists, since 2000. During that very 

same period, almost a dozen U.S. federal and state databases held non-classified information 

about Atta’s activities inside and outside the United States. The individual data elements that 

could have helped the CIA track and stop Mohamed Atta and the other terrorists remained 

obscure, buried inside silo databases, and inaccessible to outsiders. In fact, this data fusion 

failure explains why USCIS (the US Citizenship and Immigration Services) granted student visas 

for two deceased hijackers to attend flight school— six months after 9/ 11. The 9/11 

investigation committee concluded: "Poor information sharing was the single greatest failure 

of our government in the lead-up to the 9/ 11 attacks” (Hamilton 2005). 
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Likewise, after Hurricane Katrina, the 2nd deadliest and most costly U.S. hurricane ever, struck 

southeast Louisiana on August 29, 2005, federal, national and local agencies refused to share 

information. For example, the Federal Emergency Management Agency (FEMA), Louisiana 

officials, the Department of Defense (DOD), and the U.S. Department of Health and Human 

Services (HHS) argued over who was responsible for collecting dead bodies floating in the 

floodwater and refused to share information about the location of these dead bodies. 

Louisiana finally signed a contract with a private company to get the job done, until DOD took 

over. The Katrina investigation committee concluded: "One would think we could share 

information by now. But Katrina again proved we cannot” (Select Bipartisan Committee to 

Investigate the Preparation for and Response to Hurricane Katrina 2006, 1). 

Or, to give another example, 230,000 citizens died in the Haiti Earthquake (January 12, 2010) 

but hundreds of international, national and local agencies refused to share life-saving 

information after this disaster. Failure to share information resulted in over or under-

utilization of scarce medical resources. For example, a dialysis center treating victims with 

crash injuries operated at 20 percent of its 200-patient capacity because other medical 

facilities did not even know of its existence. One international aid organization concluded: 

"Each (organizational) system was an island of information, leading to unnecessary 

duplication, fragmentation, and significant frustration” (Hattotuwa and Stauffacher 2010). 

Possibly, the most shocking example of the cost of government data fusion failures took place 

immediately after the Fukushima Nuclear Power Plant Accident (March 11, 2011). Residents 

of Japanese fishermen villages were evicted directly into the radioactive plume due to the 

refusal and inability of national and agencies to share information with each other. 
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Uninformed local officials instructed residents to evacuate north, from lightly to more heavily 

contaminated areas (Akiyama et al. 2012, 23-24). 

 

 

  

 

 

 

 

 

 

 

 

 

Figure 3 - Four Large Scale Data Fusion Disasters 

These four disasters are but the most dramatic examples of the pervasive and endemic data 

fusion failure inside government and the cost of this failure. The less dramatic, daily, and 

ubiquitous data fusion failures of agencies result in four different types of cost: life lost, 

wasteful redundancy, fraud, and poor data quality. Lives are lost when agencies fail to share 

data. For example, in Australia, an investigation committee attributed the death of several 

Northern Territory (NT) infants from malnutrition to agencies’ reluctance to share information 

with each other. Likewise, in Canada, a lone criminal raped or sexually assaulted at least 

eighteen women and killed three women between 1987 and 1992. He operated freely 

because local and provincial law enforcement and forensic agencies refused to fuse their 

individual data sources (Campbell 1995). 
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Failure to fuse data inside government also results in waste and wasteful redundancy. The 

monetary cost of colossal data fusion failures is difficult to comprehend. For example, British 

taxpayers wasted $15.748 billion on a National Health Service (NHS) project for computer 

integration and data fusion which failed (2003–2011) (BBC News 2013). Likewise, in the US 

taxation domain, the Internal Revenue Service (IRS), the Securities and Exchange Commission 

(SEC), and the U.S. Commodity Futures Trading Commission (CFTC) do not share information 

on corporate derivatives trades whose total amount outstanding grew from $32.7 trillion in 

1999 to $231.2 trillion in 2010. Therefore, these amounts are not taxed and the US 

government losses tax income (GAO 2011). 

The data fusion failure also results in more opportunities for con artists to engage in fraud. 

For example, con artists extract millions in benefits from the U.S. federal government by 

pretending to be disabled veterans who own small businesses. The DOD, the U.S. General 

Services Administration (GSA), the U.S. Small Business Administration (SBA), and the 

Department of Veteran Administration (VA) fail to share information about these alleged 

veterans, and so the fraudulent claims are processed and paid as legitimate (GAO 2012a). 

Finally, when data is not fused, fewer people have the opportunity to view it and to correct 

problems, and, as a result, the quality of the stored data deteriorates. For example, the data 

quality of U.S. land records is compromised because five U.S. federal agencies that manage 

about 650 million acres, or 29 percent, of land in the United States refuse to fuse their 

separate, agency-based land information (GAO 2012b).  
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Citizen 360: Four Challenges 

As depicted in Figure 4 below, before launching a program like Citizen 360, we must address 

four key challenges. First, on the regulatory front, we must ask: what are some of the key 

regulatory hurdles that government must first confront to support an ambitious project like 

Citizen 360? Second, with regard to privacy, how can government confront citizens’ concerns 

that the unprecedented data fusion of the Citizen 360 program will not degrade citizens’ 

privacy protections? Third, technologically speaking, what are some of the  

 

Figure 4 - The Four Challenges of Citizen 360 

 

promising technologies that exist today to overcome the agency-silo-based architecture of  

government data repositories? Finally, we must turn our attention to the toughest challenge 

 and ask: how can we incentivize agencies to cooperate willingly with a data fusion program 

such as Citizen 360? How can we overcome agencies’ concerns that the Citizen 360 program 

Privacy  
Challenge 

Organizational 
Challenge 

Regulator 
Challenge 

Technological  

Citizen 

Technological  
Challenge 

http://www.gov.il/


 

_____________________________________________________________________ 

Israel Government ICT Authority | Prime Minister Office | 3 Kaplan Street, Jerusalem   

|   Tel: 972-2-6664666 |    Fax: 972-2-6664650 | www.gov.il 

Prime Minister's Office 

will not rob these agencies of ownership of the data treasures that they accumulated over 

many years and prize above all else?  

Regulatory Challenge: Addressing the Data Ownership 

Issue First 

Citizen 360 must tackle—first and foremost—agencies’ concerns about losing their data-

ownership. Citizen 360’s success depends on agencies’ willingness to participate in this 

program and to support data fusion. In this section, the report first narrates the existing and 

inhospitable data-fusion regulatory environment. The report then proposes several novel 

solutions to the regulatory challenge. This section concludes with a discussion of two case 

studies that demonstrate the unique and successful regulatory solutions created in the 

Netherlands and Estonia to confront the regulatory challenge.  

Inhospitable Data-Fusion Regulatory Environment 

Virtually everywhere, the regulatory framework encourages and even nurtures data silos 

while discouraging data fusion programs such as Citizen 360. The EU’s General Data Protection 

Regulation (GDPR) is scheduled to become operational beginning in May 2018. Public sector 

agencies are then expected then to lead the way on adopting and implementing new data 

privacy regulations. The GDPR grants citizens significantly more rights and powers on how 

their data is used and consumed, with large fines levied for any breaches of the regulation. 

Citizens will also have the ability to request an agency to provide the details of all the 

information held about them. Significant fines will then be imposed on agencies and 

corporations that do not have their records in order (article 28), do not notify the supervising 

authority and data subject about a breach (articles 31, 32), or fail to conduct impact 

assessments (article 33). Agencies and corporations are also mandated to create new posts of 
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Data Protection Officers (DPO) to supervise the strict application of the GDPR to their 

organizations’ data troves. The GDPR even dictates that if an employee sees data that is not 

part of his or her job description, it could be considered a breach. Even non-EU organizations 

that collect and store the personal data of EU citizens are subject to the long arm of the GDPR. 

So, without a doubt, the GDPR strongly discourages agencies from supporting programs such 

as Citizen 360 that might result in fines imposed on an agency that dared to share its data too 

wide and too far. 

The same grim conclusion applies to the US. In fact, the U.S. system of governance was 

designed with the explicit intention of fragmenting authority and coordination across 

government. Every institutional feature of the American federal government including 

statutes, regulations, procedures, processes, and culture drives agencies toward 

differentiation and away from integration and fusion (Roberts 2006, 314-315). Only Congress 

is authorized to appropriate funds for agency programs; congressional subcommittees are 

concerned with appropriating funds to support their narrow missions. Large agencies, such as 

the Environmental Protection Agency (EPA) and the Department of Homeland Security (DHS), 

report to over seventy Congressional committees and subcommittees often with differing 

priorities (Fountain 2013).  

Congressional committees frequently promote single-issue legislation and even 

promote legislation to discourage agencies from sharing data. The U.S. law requires 

agencies to secure permission from Congress to develop shared interagency budgets for 

joint projects or operations. Even newer cross-agency legislative efforts such as the 

2010 Government Performance and Results Act Modernization Act (GPRAMA) are 

layered on top of old legislative acts, institutions, and program charters that interfere 
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with information sharing; these old acts are never removed from the law books and 

remain in effect. U.S. federal IT vendors too are primarily concerned with maintaining 

current publicly funded projects rather than investing in new types of data fusion 

projects that Congress may cease to fund.  

For their part, senior American public officials do not wish to defend (in public hearings 

or to the media) spending taxpayer funds on failing computer integration projects, so 

they further reduce the scope of IT projects including the elimination of interfaces 

between these projects and other existing IT systems. Over time, the proliferation of 

standalone agency systems complicates the job of fusing government data. Agencies 

view this data fusion work as a public good that must be paid for without agency 

resources to ensure that agency developers are not distracted from higher-priority tasks. 

This myopic and selfish behavior propels agencies to use but not contribute to new 

interagency data-fusion solutions until these solutions become so dated and poor in 

content that no one wants to use them. 

Solutions to the Regulatory Challenge 

To address the regulatory challenge, we must acknowledge the inherent tension between the 

public nature of agencies’ data, and agencies’ ownership claim over the same data. Assigning 

too much weight to the “all public sector data belongs to the people and must therefore be 

fused for the benefit of the people” argument will cause agencies to find excuses why they 

cannot share and fuse their data with other agencies. Therefore, an effective regulatory 

solution requires striking a new balance between these competing claims. 
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Fortunately, today, there is a proliferation of legal pathways through which organizations can 

retain ownership over their data while making it accessible to other agencies. For example, 

non-profit organizations have developed techniques that empower organizations and 

individuals to use existing copyright law to shape licenses to copyrighted materials in order to 

maximize public access. So, we can develop a solution for the regulatory challenge by which 

agencies would enjoy data ownership rights in an internal information commons. Several 

European scholars have already suggested that the creation of such a new type of creative 

commons within government might convince agencies to comply with new Open Data (OD) 

policies (Van Den Broke et al. 2011). Both the Dutch and Estonian case studies reported below 

support this argument.  

Additional means exist to help agencies sustain ownership over their data assets while, at the 

same time, fusing it with the data of other agencies. Existing laws could be expanded to 

protect agencies’ data ownership rights such as the US Bayh-Dole Act (1980). In the USA, this 

Act encourages universities to own patents, obtain copyrights, or maintain trade secrets and, 

if this law is expanded, agencies could do the same. Europeans too can extend their existing 

legal frameworks that empower agencies to sell some data to outsiders while retaining their 

ownership rights to collect, update, and distribute the data.  

It is also important to note that the current leading Intellectual Property (IP) paradigm 

recognizes modern databases as engines of invention rather than formal patents. American 

and European agencies already use this logic to claim ownership over their databases’ 

contents while sharing and fusing their data resources. So, today, we have a genuine legal 

opportunity to support the construction of a unique internal public sector information 

commons as demonstrated by the following Dutch RINIS and Estonian X-Road case studies. 
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Case Study: The Dutch RINIS Model 

 

The Dutch Routing of (Inter) National Information Streams (RINIS) project 

(http://www.rinis.nl/en) exemplifies how critical is the creation of a new regulatory 

framework is for the success of intergovernmental data fusion projects.  

In the mid-1990s, a Dutch citizen could register in one agency to receive unemployment 

benefits while being registered as employed in another agency, and not fear detection. The 

General Directors of three large Dutch public sector, welfare agencies discussed how to 

eliminate such fraud. These three CEOs were personal friends and they succeeded in 

expanding their mutual trust to the highest ranked employees of their agencies. This resulted 

in the invention of RINIS, which was initially established as an arena for the exchange of social 

welfare data among Dutch welfare agencies.  

RINIS’s creators began by asking a simple question: who owns data elements about Dutch 

residents? They commissioned a study in 1995 and this study revealed that every data 

element was “claimed” by a specific agency. An RINIS law then codified which agencies own 

specific data elements. By this law, agencies retained legal powers to update their data 

elements and organizations were required to sign agreements specifying the terms for 

accessing other organizations’ data elements.  

In other words, RINIS placed the regulatory regime first by demanding to know— for each 

government data element— which agency is its authentic owner. For example, the Citizens 

Registration Office was the authentic owner of residents’ date of birth, while the Job Center 
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was the owner of residents’ job seeking history. In fact, every RINIS feature reflects the 

requirement that an agency retain ownership over its data elements.  

The RINIS Institute, established in 2003, was created to facilitate data exchanges rather than 

to integrate data. This institute neither owns computing assets nor stores data. Agencies are 

divided into sectors such as “national health service” or “municipal social security.” Each 

sector is responsible for the execution of a specific social welfare function, and each sector 

has a central verification office where an RINIS computer server is installed. Agencies install 

referral indices on these servers. Thereafter, the servers automate requests from one agency 

to access the data of another agency. A resident may apply to receive a social security 

allowance via the municipal social security agency. This agency can then receive answers to 

questions such as “where does the resident live?” (The Citizen Registration Office owns the 

answer to this question), or “what was the resident’s last reported income?” (The Inland 

Revenue Office owns the answer). The RINIS Institute created a short animated movie to 

describe how the RINIS system works (http://www.rinis.nl/en/rinis-animation). 

RINIS’s “regulatory regime first” strategy was very successful. It became impossible to obtain 

a welfare benefit on false grounds. The program empowered agencies to handle more cases 

more quickly. Additional agencies signed on. In 2004, participant organizations had already 

exchanged 56.5 million messages as compared to 200,000 such messages that were 

exchanged during RINIS’s first year. The Organization for Economic Co-operation and 

Development (OECD) recognized RINIS as a “best-practice system” for electronic data 

exchanges. RINIS’s fraud detection mission was expanded. In 2005, the Dutch government 

announced plans to use the program to handle all electronic data exchanges. RINIS’s success 

is impressive because it built technology suited to existing public sector behavior, rather than 
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developing “pie in the sky” technologies that ignore the regulatory environment within which 

agencies work. The Citizen 360 project will closely follow the successful RINIS regulatory-

regime-first strategy (Bakers 2000; Homburg 1999; Huijboom and Hoogwout 2004; OECD 

2007; Snellen 2002; Zuurmond 1998). 

Case Study: The Estonian X-Road Model 

Referred to as ‘the most joined up digital government in the world’, Estonia offers an inspiring 

example of a regulatory framework to support a program such as Citizen 360. By law, Estonian 

government information systems are not allowed to store the same information in more than 

one place. Basic personal information exists in the Population Database. Within this database, 

every person is identified with a unique identifier. The Population Registry also holds basic 

demographic information about Estonian citizens including their date of birth, sex, address 

history, citizenship, and their legal relationships. Government ministries and agencies use a 

person’s unique identifier through a secured data sharing network called the X-Road to 

connect to other government agencies and find more information about this person.  

Estonian citizens carry a physical ID card (which, today, could also be carried as a SIM card in 

their phones) that empowers them to log into a government portal and view almost all of the 

data that the government maintains about them. The ID card (or SIM card) also contains a 

chip that empowers citizens to sign digitally. Therefore, it is not surprising that an Estonian 

citizen can establish a corporation online and begin transacting through this company within 

18 minutes after online registration process is completed. Private sector corporations too can 

access to the unified and simple Estonian government data model.  

Citizens can use visualization tools to traverse data about themselves. Citizens can also correct 

erroneous data about themselves through the national government portal. Citizens can also 
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view logs that record who inside government viewed or changed their data elements. By so 

doing, the Estonian citizens serve as the data guardians of their own personal data (in addition 

to the more traditional data audit trail mechanisms that the Estonian government operates). 

The Estonian regulatory model underscores the argument that data fusion regulatory 

frameworks are unique to each country and yet must be created first, well before data fusion 

technologies are introduced. Estonia is a small and young country (about one million 

residents) that gained its independence from the Soviet Union in 1991. An entrepreneurial 

and astute group of political and civic leaders created the impressive Estonian data fusion 

regulatory framework. This framework was built on a vision that Estonia, lacking in natural 

resources, must make the most of the technological opportunities available to it in order to 

thrive (Herlihy 2013).  

Privacy Challenge: Co-Designing Privacy with Citizens 

Politicians, jurists, journalists, and citizens might be concerned about a program such as 

Citizen 360 that empowers government to link disparate agencies’ data and, potentially, 

violate citizens’ privacy. Citizens are already alarmed because traditional privacy protection 

mechanisms are becoming obsolete in our Big Data era. Techniques such as individual notice 

and consent, allowing citizens to opt out from data collection programs, and anonymity 

cannot protect citizens’ privacy when data is harvested to support secondary uses 

unanticipated at the time when the data was generated. However, the technologies of 

programs such as Citizen 360 could also be an opportunity to design and launch novel, 

metadata-driven privacy protections. Therefore the real question is: how can Citizen 360 

improve data fusion while, at the same time, enhancing citizens’ confidence that their privacy 

is not violated?  
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This section first narrates privacy concerns. Then, concrete ideas are presented to explain how 

such concerns could be met. Finally, the section uses the case study of the public debate over 

the Icelandic BioBank project (1998-2003) to underscore the promise of the concept of co-

designing new privacy protections with citizens. 

Genuine Privacy Concerns 

Citizens will become alarmed about a “Citizen 360” program that empowers agencies to link 

huge quantities of disparate data and explore the results for any purpose. Data that previously 

resided within the computer systems of a single agency would transition easily into other 

agencies’ systems. More data about citizens would be collected with no opportunities for 

citizens to opt out from such collection efforts. Agencies would have new incentives to store 

everything. Agencies could then penetrate more deeply into private lives. Most of the time, 

citizens would not even be aware of data collection efforts or know why agencies suddenly 

are so knowledgeable about their lives.  

The information state already knows a great deal about individuals while individuals know less 

about the state (Braman 2006). The state’s increasing reliance on electronic dossiers and 

statistical portraits of citizens threatens civil liberties. Today, agencies are sensitive to this 

argument and therefore demand that the legislature affirm their authority to share specific 

information with other agencies. Citizen 360, experts might suggest, would empower agencies 

to dispense with such legalities and to probe more deeply into citizens’ private affairs without 

their prior consent. The U.S. Congress is concerned about this danger and is constantly 

searching for new ways to protect citizens’ privacy from IT changes that have occurred since 

the U.S. Privacy Act was passed in 1974.  
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Moreover, sometimes, politicians even boast about data fusion failures as evidence that they 

are willing to pay any price to protect privacy. During the 1990s, dangerous criminals returned 

to the street because British agencies insisted on preserving data in paper format and would 

not share these records with other agencies. Rather than fix this abysmal condition, politicians 

highlighted it as a symbol of their determination to protect at all costs the ideals of limited 

government, individual rights, and privacy (Bellamy and Taylor 1996). This example illustrates 

the clash between the absolutist claim for privacy and Citizen 360’s more pragmatic approach 

of building new government services on the foundation of improved data fusion. 

Zealous privacy-protection supporters even mistrust the law to protect against privacy 

violations. They demonstrate how legal privacy protection exemptions often exacerbate 

privacy violations. For example, the U.S. Privacy Act of 1974 exempts interagency data 

exchanges from privacy protections if these exchanges are part of agencies’ “routine uses”, 

meaning “for a purpose which is compatible with the purpose for which it was collected” 

(Wenjing 2011, 365). In accordance with this dictate, US federal agencies must declare why 

they collect a certain piece of data and cannot use it for other purposes without permission. 

European agencies also transact in data using “routine use” exemptions. However, within the 

context of a Citizen 360 program, agencies will frequently employ the “routine use” concept. 

The right to privacy will therefore be violated. 

Solutions for the Privacy Concerns 

Privacy must be weighed against values such as free speech, crime prevention, and 

government efficiency. A dynamic tension exists between the goals of strong privacy 

protection and efficient government. Citizens wish to minimize the amount of personal 
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information that agencies possess. Yet, at the same time, citizens also demand advanced 

government services that are dependent on effective government data fusion. 

A data fusion improvement always involves some privacy sacrifice because more personal 

data becomes more available for circulation among more government officials. Sometimes, 

this dilemma resembles a pendulum clock that swings either in the direction of too much 

government efficiency or of too much privacy protection. Since 9/11 Americans have felt such 

swings between the demand to fuse government data more efficiently to protect the 

homeland and the cry to defend civil liberties. British citizens also experience such swings 

between fusing too much or too little data in the health and social care domains (Perri et al. 

2007). Scholars noted the same phenomena in Australia, Hong Kong, and New Zealand (Lam 

2005). 

Yet, due to several reasons, a program like Citizen 360 can thrive without damaging citizen 

privacy. First much government data is not personal information. For example, governments 

collect and store huge amounts of data that sensors and machines generate about the 

environment. Privacy restrictions do not apply to such data. Second, citizens place life before 

privacy, and effective data fusion often means the difference between life and death as 

exemplified by the events of 9/11 as discussed above. 

Third, agencies often employ privacy concerns when they do not wish to share information 

for less noble reasons. Fourth, legislatures often approve more data fusion as exemplified by 

the growing number of American agencies that received permission to exchange data with 

the IRS in recent years. A transparent Citizen 360 program could end private bilateral data 

fusion arrangements (such as those between the IRS and individual agencies), which are slow, 

tedious and almost impossible to monitor. Lastly, and perhaps most important, Citizen 360 
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will have strong mechanisms to monitor its privacy-violation risks. Ultimately, transparency is 

the best privacy protection because it exposes inaccurate and incomplete data. Once 

information is gathered by agencies, the only true privacy protection is to increase 

transparency about what is stored and who can access it. Citizen 360 will provide agencies 

with a better view and understanding of what data other agencies collect, store, and use. This 

will lead to better and more honest preventive measures against the misuse of data. An 

unmonitored risk is far more dangerous than one that is transparent to all. 

Countries worldwide are searching for breakthrough legal pathways to improve information 

sharing while upholding strict privacy protections. For example, recently, a New Zealand 

public commission searched for an innovative legal solution to transform the self-interested 

bureaucratic perspective and compel agencies to integrate data more effectively and provide 

better e-Government services to citizens. The commission stated that a narrow, agency-

specific view of the activity for which information was originally collected works against 

subsequent sharing of the information with another agency. Agencies were encouraged to 

take a “whole-of-government” viewpoint. This new approach encourages agencies to state 

broad purposes whenever they collect information from the public. Agencies are to explain 

the goals of collecting information to citizens in a way that does not compromise their ability, 

later on, to share information with other agencies to advance programs that benefit the 

individuals concerned. The commission recommended to amend the existing New Zealand 

Privacy Act to support this idea, but warned to avoid the impression that information provided 

to one agency would automatically become available to all other agencies (Law Commission 

2011). 
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Citizen 360 will comply with existing privacy protection mechanisms such as the American 

Privacy Act (1974), the Computer Matching and Privacy Protection Act (1988), privacy 

advocates, ombudsmen, internal privacy review boards and data protection commissioners. 

Moreover, a new Citizen 360 legal framework will emphasize that Citizen 360’s data-

exchanges are subject to all the existing privacy protection mechanisms. The most significant 

safeguard will remain citizens’ deep mistrust and fear of a strong government. 

Most interesting are the new proactive privacy protections that only a digital program like 

Citizen 360 could support. Data will be scattered across decentralized databases rather than 

stored in a central location. The process of browsing data will require accessing data located 

on the computer systems of dozens of agencies. It will therefore be easier to detect privacy 

abuses, as the privacy guardians of many agencies will closely track Citizen 360’s transactions. 

In other words, Citizen 360 will increase the number of watchful eyes inside government that 

keep track of how data elements travel across government. At the same time, each pair of 

watchful eyes will only guard the data assets of its own agency. Thus, there will be more 

proactive privacy guardians but fewer opportunities for the guardians themselves to invade 

citizens' privacy. 

Moreover, with Citizen 360, there will be fewer opportunities for humans to invade privacy, 

because automatic software programs will exchange data among agencies. Citizen 360’s 

digital information management mechanisms will also make it easier to remove some data 

assets from the scope of Citizen 360’s data-exchanges or to require the consent of data-

subjects to exchange data about them. Agencies will have new incentives to develop more 

privacy protections and to refrain from duplicating datasets. 
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Citizen 360’s enterprise architects will also harness metadata to create new privacy 

protections that only an automated data exchange such as Citizen 360 can provide. Metadata 

is information about other data used to describe informational activities including information 

about who used what data, when and for what purposes. Citizen 360 will empower 

investigators to detect abuses using new metadata tools such as informing citizens that a data 

transaction about them just took place. The Estonian case study described above supports this 

argument. In short, Citizen 360 could become a good example of how Big Data can monitor 

itself to detect misuses of Big Data. 

An important final privacy protection would be to construct a representative body of experts 

and layman to serve as Citizen 360 enterprise architects. These architects will hold agencies 

accountable for their use of data exchanged via Citizen 360. The burden of responsibility for 

misusing the data will transition from its original producers to the agency officials who 

exchanged the data for secondary uses. Citizen 360 architects will have the skills and 

experience required to examine the algorithms that agencies create to integrate data from 

different sources. These guardians will have the mandate to impose sanctions on abusers. 
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Co-Designing Privacy Protection with Citizens and Corporations 

As highlighted in the discussion above, it will be critical to get citizens involved in the design 

of Citizen 360’s privacy protection. Figure 5 illustrates this co-design concept. 

 

Figure 5 - Co-Designing Privacy Protection with Citizens and Corporations 

An almost forgotten Icelandic case study illustrates how a co-design effort might work. The 

Icelandic Parliament and government officials did not intend to co-design privacy protections 

for the Icelandic BioBank project. However, the evolution of the public debate about this 

project and the consequences of this debate provide strong support to the co-design idea.  

Case Study: The Icelandic BioBank Debate Case Study 

The Icelandic BioBank public debate (1998-2003) demonstrates how and why citizens must 

vigorously debate the pros and cons of improved data fusion. The Icelandic BioBank case study 
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also demonstrates how such a vigorous public debate can create and improve both data fusion 

and privacy protection.  

In the late 1990s, genome research opened up possibilities to produce new treatments for 

diseases. To isolate the genetic origins of diseases, a homogenous population was required. 

Iceland’s population of about 275,000 constituted an ideal sample because it has remained 

isolated from outside genetic influences for centuries.  

Iceland also meticulously maintains genealogical and health records. Dr. Kari Stefansson 

realized the economic potential of the Icelandic population for genome research. He 

cofounded deCODE Genetics in his native city of Reykjavik, as a Delaware company. He 

planned to create a database holding linked genetic, medical, and genealogical data about as 

many Icelanders as possible and then sell access to this database to drug corporations (known 

in Iceland as the Biogenetics Project).  

On December 17, 1998, the Icelandic Parliament adopted the Health Sector Database Law 

(known as the “Database Law”) empowering a private company to construct an electronic 

database of the country’s genetic, health, and genealogical records. This law specified under 

what conditions medical records could be combined with genetic and genealogical data, 

including for deceased persons. The Parliament granted deCODE an exclusive twelve-year 

license to fuse government data from different sources, to build the database, and to analyze 

the data. The Icelandic Parliament also awarded deCODE exclusive rights to commercial 

exploitation of the database for twelve years, and permission to access government-held 

medical records.  

At first, thousands of Icelanders donated blood to the company while buying company stock, 

whose price climbed to a high of $65 a share. However, shares collapsed in the late 1990s 
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when the high-tech bubble burst, leaving deCODE close to bankruptcy. Hoffman-La Roche 

then purchased deCODE. Simultaneously, Icelanders began to feel uneasy knowing their 

personal medical files were being used by a private foreign firm. 

Extensive public debate regarding the database took place between April 1998 and November 

2003, when the Icelandic Supreme Court consolidated the legislative settlement. The scope 

of the debate was impressive. The Icelandic press published hundreds of articles about the 

Biogenetics Project (one newspaper published 569 op-eds and articles in just over two years!), 

and television programs explained the issues to the public. Icelanders passionately debated 

the Biogenetics Project in town meetings, through long-winded parliamentary debates, in 

shopping centers and cafés, and around dinner tables. Icelanders also closely followed 

extensive world press and television coverage regarding the database under construction. 

Figure 6 illustrates this passionate public debate with a cartoon published during the debate. 

This cartoon shows Icelandic citizens approaching ATM machines with their DNA depicted as 

their ATM cards: 

 

 

Figure 6 - Iceland's BioBank Public Debate (1998-2003) 
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Figure 6 captures the spirited Icelandic debate representing both proponent ("go to the bank 

with your genes!”) and opponent ("how could you go to the bank with your genes?!") 

viewpoints. The key lesson of the Icelandic BioBank debate is immediately clear in Figure 6: 

there is no absolute "right" or "wrong" in an ethical debate about government programs such 

as Citizen 360. Rather, citizens must vigorously debate the pros and cons of such programs 

and decide for themselves whether and how to strike a new balance between the competing 

values of privacy and government efficiency.  

Proponents and opponents of the Database Law primarily debated medical ethics versus 

commercial interest. Writers, scholars, and the general public were the main participants in 

this debate; politicians and lobbyists played a lesser role. Proponents of the law emphasized 

the economic opportunities the database provided; they highlighted Iceland’s urgent need to 

create new sources of revenue to replace the declining fishing industry. Opponents 

emphasized ethical concerns, particularly those of consent, privacy, data ownership, and 

control. Specifically, they objected to the institution of a “broad consent” clause that 

empowered deCODE to resell data without renewed consent from its human subject. They 

argued that this clause compromised the patient’s autonomy. They also objected to deCODE’s 

monopoly over Iceland’s genetic information.  

This passionate Icelandic debate forced Parliament to adopt new privacy protections to 

convince Icelanders to support the Database Law. The Parliament changed the proposed law 

four times during the debate, each time adding more privacy protection clauses and extracting 

more economic benefits for Iceland. In August 2001, deCODE struck a deal with the Icelandic 

Medical Association. Citizens could opt out from being included automatically in the deCODE 

database, and deCODE agreed to delete personal data about people who decided to opt out 
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after such inclusion. By 2002, seven percent of the population chose to be removed from the 

database.  

It was also agreed that two different government boards would encrypt the data. In 2003, a 

citizen sued deCODE for refusing to remove her deceased father’s medical records from the 

database. Iceland’s Supreme Court ruled in her favor. Following this case, Hoffman-LaRoche 

agreed that in return for their data Icelanders would receive free access to the database and 

free use of medicines produced utilizing it.  

By 2006 the database contained information regarding 100,000 Icelanders. Iceland was the 

first country to adopt a biobank, a biorepository that stores biological samples for use in 

research. Other countries and regions followed including Estonia, Latvia, the UK, Quebec City 

in Canada, and the State of Wisconsin in the United States. Officials in these jurisdictions were 

wary of running into the same public controversy that Iceland faced. Yet, these officials 

avoided engaging citizens and so missed the main lesson of the Icelandic experience: 

improved data fusion is, in fact, an opportunity to reinvigorate the democratic ideal of an 

active citizenship and jointly develop new privacy protections. The impressive scope and 

depth of the Icelandic debate demonstrate that engaged and informed citizens can propel 

politicians to enforce improved privacy protections while, at the same time, improving data 

fusion (Chadwick 1999, Gertz 2004, Kaiser 2002, Lemonick 2006, Pálsson and HarÐardóttir 

2002, Philipkoski 1999). 

Technology Challenge: Weaving Data Regarding Citizens 

Inadvertently, legislatures prompt agencies to isolate data from each other. New legislation 

often compels agencies to create new, autonomous information systems. Likewise, IT vendors 
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hired by government to build information systems rarely advise officials to connect new 

information systems with older ones; these vendors gain profit from separately maintaining 

old systems and building new ones. So, over time, it is increasingly difficult for agencies’ 

separate computer systems to communicate with each other. The question is how can we 

integrate silo government information systems that were not designed in the first place to 

share data with each other? 

This section first narrates the challenge of confronting government information systems that 

were built not to share data. Next, this section discusses existing technological solutions to 

overcome the ‘built not to share’ challenge. Finally, the section highlights two new and 

promising Israeli startups (K2View and Palantir) and the technologies they developed to 

integrate data from the silo databases of different agencies. These two case studies also serve 

to underscore another key argument: the process of fusing government data is similar to a 

value-chain where each layer of integration technologies adds value to the data produced by 

the previous layer. This value chain only ends when the data is ready to be served to programs 

such as Citizen 360. 

http://www.gov.il/


 

_____________________________________________________________________ 

Israel Government ICT Authority | Prime Minister Office | 3 Kaplan Street, Jerusalem   

|   Tel: 972-2-6664666 |    Fax: 972-2-6664650 | www.gov.il 

Prime Minister's Office 

Government Systems: Built Not to Share 

 

Figure 7 - The Data Silos Within Government 

Regrettably, most public sector agencies function as “islands of automation,” each endowed 

with its own standalone information systems. There are three good reasons for this abysmal 

situation. First, formal annual, narrow, and agency-focused budgeting processes command 

the daily routines of agencies. Public sector agencies are also concerned about legislators’ 

reply to citizens’ reactionary responses to new technologies. So, agencies tend to be more 

reactive than private corporations and closely guard their home systems. Second, agencies 

are required to uphold higher standards of transparency, accountability, representation, 

equal access, and privacy-protection in matters regarding data integration than those 

maintained by private corporations. Public agencies are simply not built, by law and practice, 

to pursue and execute cross-agency data integration projects. Finally, often agencies lack 

strong CEO-type leadership. A strong private corporation CEO has full discretion to fire or 

reassign employees and to reward successful employees. Therefore, a charismatic CEO in the 

private sector can use carrots and sticks to push important data-fusion projects to successful 

completion. Senior government officials have more limited discretion in such matters.  
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A value-chain can be created in phases to transform the silo databases of individual agencies 

into well-integrated information ready to be served through Citizen 360 applications. Figure 

8 below displays this value-chain. Specifically, the data integration solutions of two startups 

(K2View and Palantir) illustrate two of the layers in this value chain. Most importantly, the 

two startups have built their technological solutions on the assumption that agencies will 

continue to nurture their silo-based data repositories but that, at the same time, a value-chain 

of technologies can be created outside these agencies to acquire their silo-data and mesh it 

together in support of programs such as Citizen 360. 

 

 

 

 

 

 

 

 

Figure 8 - The Technological Value Chain of Citizen 360 
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K2View (http://www.k2view.com) was created in 2009 based on a simple insight: 95% of all 

the data that large organizations own is about clients and 95% of all data queries are also 

about these clients. Yet, these organizations often maintain thousands of silo-databases. 

Therefore the data about a specific client is hopelessly scattered across all these databases 

and every data analysis project turns into a Sisyphean effort to assemble the data across many 

databases so analysts could perform the analysis. Moreover, traditional Enterprise Data 

Warehouse (EDW) projects demand painful changes in the EDW’s schema and Extract-

Transform-Load-Transform (ETLT) processes before the data becomes available for analysis. 

K2View founders adopted a different approach to meet the challenge of unleashing projects 

like Citizen 360. K2View’s leading product, Fabric, generates personalized data banks, one per 

each client/citizen and distributes these data banks across many servers. So, for example, if a 

company such as AT&T has 150 million mobile clients, then Fabric will create and maintain 

150 million tiny, personalized data banks—one per each client. Likewise, if a country such as 

Israel has 8.5 million citizens, then Fabric will create 8.5 million tiny data banks, one per each 

citizen. 

K2View Fabric’s engine connects to the numerous silo-based databases of the different 

departments of the client-organization (or to the databases of different ministries and 

agencies). Next, the K2View Fabric’s engine creates a personal database for every client or 

citizen. Finally, the K2View Fabric’s engine inserts into each personal database all the 

information found about a particular client or citizen. The data is stored physically or in 

memory and the data is assembled from the source system in real time or in traditional batch 

mode (i.e the source system provides a time-window for Fabric to access and acquire the 

source data). The personalized databank becomes immediately available for data analysis. 
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Two immediate advantages of the K2View Fabric solution over and above other competing 

technologies are Fabric’s flexibility and performance. Flexibility-wise, schema-changes in 

source systems are immediately absorbed and digested, becoming part of the new version of 

each personalized data bank. Thus, significant amounts of time, effort and resources are saved 

because no grand EDW schema changes are required. Fabric even provides the option of 

retaining ‘versions’ of the virtual citizen/client—each version reflecting the old data and 

schema of the source systems before one of these source systems changed. For Citizen 360, 

this feature is important to ensure that the key concept of the ‘virtual citizen’ is supported 

over time (i.e, the system can answer questions equally well about Citizen John Doe in 2006 

and about this same citizen in 2016 and compare what we knew then and what we know now 

about John Doe). 

The second advantage of the K2View Fabric solution is the system’s fast performance. This 

performance is due to the fact that each personalized data bank is tiny-in-size in comparison 

to the mammoth EDW databases that large agencies maintain today. For example, AT&T 

today has more than 100 million mobile clients, each performing (on average) 2,000 incoming 

and outgoing mobile transactions per month. So, AT&T will have more than 100 million 

personalized data banks with the Fabric solutions but each data bank will only hold, on 

average, 24,000 records (i.e., all the mobile transactions of a specific client over a period of 

12 months). With such a tiny amount of data in each personalized data bank, the Fabric engine 

can unleash no less than 48,000 queries per a particular client per second. 

Each Fabric data server holds multiple personalized data banks about multiple clients/citizens. 

Each Fabric data server also holds pre-defined indices that contain aggregated information 

about key characteristics of its personalized data banks. So, for example, one such index might 
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contain a count of how many ‘males’ and ‘females’ are contained in all of the personalized 

data banks on the server where the index resides. Therefore, Fabric can also answer fast 

analytical questions such as ‘how many male citizens reside in the country?’ because Fabric 

performs an index-count across servers. 

K2View also developed a unique data privacy protection mechanism. Each personalized data 

bank is encrypted with a different key and compressed. When analysis is performed on a 

particular client/citizen, the personalized data bank is decompressed and unencrypted in 

memory and all querying and analysis are done in memory. With this technique, data hackers 

who work hard to break into one of these personalized data banks merely invade the privacy 

of a single citizen/client (rather than breaking into a large EDW repository and stealing 

information about millions of citizens). 

Fabric does not require knowledge about the unique key (such as an ID number) of every 

citizen/client. Using various pre-defined rules (ex: “name + address + birthdate”), Fabric can 

query source-systems and quickly assemble the data required to build and update a new 

personalized data bank about a baby who was just born or a new illegal immigrant who does 

not have (and may never have) a unique ID number in the national population register system. 

Fabric can use different rule-based engines in order to figure out the best address per a specific 

citizen/client (i.e a large agency such as the Department of Motor Vehicles is likely to have 

dozens of different addresses registered for the same citizen in hundreds of source systems). 

Using fuzzy logic, Fabric can generate a ‘best address’ for a particular citizen and, upon 

demand, even update the source systems with this best address.  

 Client-organizations discover the K2View Fabric solution via large third-party integrators such 

as Sapiens. Typically, K2View engineers execute a pilot project for a specific department in a 
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large organization and do so within days to demonstrate how fast the K2View Fabric engine 

can work to assemble data for analysis. Thereafter, other departments begin expressing 

interest in the K2View Fabric solution and engage the company with requests for follows up 

projects. 

K2View’s first large and very successful project created the infrastructure to support querying 

and analyzing data for more than 100 million mobile clients after the merger of AT&T and 

Cingular (2006). K2View empowered the new business entity to view data about mobile clients 

even though the data was scattered across the servers of entirely different companies that 

were only recently merged. This success story bodes well for governments that frequently re-

organize their internal structure, merging some agencies and splitting others.  

K2View is currently working with two large Mexican mobile corporations that merged into a 

single business entity to discover which clients actually owe money to the new entity. In 

another public sector case study, K2View installed the Fabric solution in a large Israeli hospital 

(Ichilov Hospital) to collect more than 3,000 data elements about every hospitalized patient 

across numerous labs, MRI, surgery, inpatient and other source systems. Using the Fabric 

solution, the hospital then created a real-time ‘Wellness Index’ to predict which patients 

require more attention and help and which ones are reaching a dangerous morbidity condition. 

In this project, the K2View Fabric solution literally saved the lives of some patients.  

Creating Data-Fusion Platforms: The Palantir Solution 

Started in 2004, Palantir (https://www.palantir.com) was created to address the endemic 

information-sharing problems that led to the 9/11 crisis (see above). To date, Palantir’s key 

business remains the security and intelligence domain. However, in recent years, the company 

has expanded to other domains of economic activity such as fusing data to advance the 
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struggle against money laundering. Close to 2,000 employees work in Palantir today including 

an impressive number of computer scientists and mathematicians. 

At the onset of a new project, the Palantir team meets with the senior most officials of the 

client-organization. These officials define the most urgent challenges they face. Jointly, 

Palantir staff members and the senior officials decide to pursue one of these challenges. These 

initial meetings are critical in so far that, following this initial decision, Palantir will work 

exclusively to accomplish a specific goal (i.e addressing one challenge as opposed to building 

a generic EDW to pursue ‘all goals’). These initial meetings also send a message to all 

departments and employees in the client organization that the Palantir team has the political 

support of the senior most managers of the client-organization. Palantir employees emphasize 

that addressing organizational politics right from the get go (rather than focusing narrowly on 

a technological problem) is the key to Palantir’s success.  

Palantir’s team members work closely with the client-organization’s analysts. Palantir brings 

several of its own data fusion tools and products to every project. However, Palantir employees 

testify that 90% of the time in every project is invested in working closely with the client-

organization analysts. The goal of this work is to gain a deeper understanding of the client-

organization’s data. Palantir’s team members strive to change the established patterns of 

work of the client-organization analysts. Using the terminology of this report, a K2View ‘data 

fusion’ project (see above) becomes but the origin point for Palantir’s work. A K2View project 

merely serves to unify data across thousands of silo databases into a common repository. Yet, 

the real work remains to be done once the data is gathered and dumped in a common (virtual 

or physical) location. This work is about extracting, codifying and using the business rules that 

help mine the data for insights.  
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Palantir’s success serves as a powerful reminder that there are no technological ‘silver bullets’ 

for resolving the key problem of inter-organizational politics. Ultimately, even with the best of 

all technologies, people (rather than technology) are the key challenge to overcoming silo 

databases. The next section tackles the toughest challenge—how to incentivize different 

agencies to cooperate with Citizen 360. 

Organizational Challenge: Incentivizing Agencies to 

Share Data 

Agencies know that their data is the wellspring of their autonomy and power. The UK 

government estimates that public sector data contributes 16 billion pounds annually to the 

UK economy. U.S. officials sometimes refer to public data as the currency of their agencies. 

One official said: “in this business, you are as good as your data is” (Flanagin, Monge, and Fulk 

2001, 78). In fact, agencies gain resources when they become the owners of a new data 

element. For example, in 2000, the U.S. Department of Agriculture (USDA) won new resources 

to develop standards for organically produced food products. Therefore, agency ownership of 

a particular data element is so important that it is assigned or revoked by law. So, agencies 

have good reasons to protect their data zealously.  

Following a brief description of agencies’ continuous refusal to share data, this report 

proposes three mechanisms to overcome this refusal: top-down pressure, individual 

incentives, and institutional incentives. The report illustrates each mechanism with a short 

case study. 

http://www.gov.il/


 

_____________________________________________________________________ 

Israel Government ICT Authority | Prime Minister Office | 3 Kaplan Street, Jerusalem   

|   Tel: 972-2-6664666 |    Fax: 972-2-6664650 | www.gov.il 

Prime Minister's Office 

Agencies’ Continuous Refusal to Share Data 

Scholars often write about government officials as selfish agency-centric actors who use 

computers as tools to increase their agency’s reputation and autonomy (Kling 1980; Kling and 

Iacono 1984; Kraemer and King 1986; Constant; Kiesler, and Sproull 1994; Jarvenpaa and 

Staples 2001; Jian and Jeffres 2006; Kolekofski and Heminger 2003; Marks et al. 2008; Yang 

and Maxwell 2011; Zhang; Dawes, and Sarkis 2005; Lazer and Maria 2004). According to this 

line of argument, agencies mobilize new technologies to improve their standing in a political 

power game. They use information assets to promote their power, reputation, and autonomy 

in power struggles with other agencies. Concerns about narrow agency gains and mistrust 

drive agencies to hide information from each other. Agency-centric actors invest in data 

integration only if it furthers their own agency’s interests. 

By this argument, agencies refuse to share information because the exposed information 

might reveal organizational weaknesses such as poor data quality. The agency might lose its 

discretion to publish only positive news. Outsiders could use the information to discount the 

agency’s reputation. The exposed information might reveal overlaps among agencies. The 

legislature could then abolish programs and slash budgets. This argument explains the 

information-hiding behavior of public, private, not-for-profit, and even academic 

organizations (Accenture 2004; Akbulut 2003; Dawes 1996; Fountain 2007; Landsbergen and 

Wolken 1998; Pardo and Tayi 2007; Rocheleau 2003; Vangen and Huxham 2003). So, how can 

we overcome this organizational challenge? 

Addressing the Organizational Challenge 

Recent research on information sharing and data fusion within large and federated 

governments in democratic countries proposes that all solutions could be divided into three 
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broad categories: top-down pressure, individual credits, and institutional incentives. In the 

following three sub-sections, we illustrate each of these solutions with a short Israeli case 

study. 

Top Down Pressure 

Lieutenant General Aviv Kochavi was appointed in November 2010 as the Military Intelligence 

Director in the Israeli Defense Forces (IDF) after completing a long and distinguished line of 

field command duties. Back in 2010, the Israeli intelligence community was bitterly divided 

from within among the powerful military intelligence research department and civilian 

organizations (including the Mossad, Israel’s civilian ‘spy agency’, and the General Security 

Services (GSS)). In addition, back in 2010, the IDF struggled to improve the delivery of military 

intelligence to fighting units. 

Shortly after his appointment as the Military Intelligence Director, Lieutenant General Kochavi 

decided to advance the topic of data fusion inside the Military Intelligence Corps. He was also 

determined to improve information sharing among the different Israeli military and civilian 

intelligence agencies. Lieutenant General Kochavi was not a typical intelligence director due 

to his battlefield experience. He understood well what, when, and how the fighting units 

needed to get intel from the intelligence corps. Lieutenant General Kochavi created a strategic 

plan to change the Military Intelligence Corps from within and he demanded to redesign work 

processes to support data fusion and improved information sharing.  

Over the next four years (November 2010-September 2014), Lieutenant General Kochavi 

personally supervised the work of multiple steering committees (staffed by his most senior 

intelligence officers) that worked diligently to advance improved data fusion within the Israeli 

intelligence corps and vis-à-vis other intelligence organizations. He set goals, deadlines, and 
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participated in meetings. He was adamant about changing the very fabric of the Israeli 

Intelligence Corps from the old ‘need to know’ work attitude to the new ‘need to share’ 

culture. Some of the changes that Lieutenant General Kochavi initiated were battle-tested 

during his tenure as the Military Intelligence Director in Operation Pillar of Defense 

(November 10-18, 2012) and Operation Protective Edge (July 8 – August 26, 2014) against the 

Hamas in Gaza. During these operations, the Israeli Intelligence Corps demonstrated an 

unprecedented level of close cooperation with the fighting units. 

 

Figure 9 - Major General Aviv Kochavi 

Lieutenant General Kochavi’s case study is impressive but we must remember that only 

politically powerful champions in positions of influence can coerce agencies to fuse data. 

However, such champions are rare, require political support, and drain efficiencies from other 

projects. Even a powerful American president who is passionate about information sharing 

cannot champion every cross-agency information-sharing project without becoming 

stretched beyond his capacity across numerous projects. In a recent example, continuous US 

Presidential efforts to boost information sharing among agencies to increase the volume of 
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American exports have resulted in mixed results because the information barriers are simply 

too numerous for the small Presidential team to overcome. So, an enduring solution to the 

organizational problem must address the fundamental challenge of overcoming agencies’ 

disincentives to share information willingly. The next two sections propose how to overcome 

such disincentives at the individual employee level and at the higher institutional level. 

Individual Incentives 

Researchers have demonstrated that individual credit and recognition can drive individuals to 

share data. Yet, several recent attempts to build data fusion programs around the concept of 

individual credit demonstrate that, by themselves, such incentives are insufficient to sustain 

a data fusion program like Citizen 360. For example, in the USA, enthusiastic social networkers 

within the intelligence community fueled Intellipedia (The US intelligence community’s 

Facebook-like information sharing program). Intellipedia was cheap, intuitive, and quick to 

launch; however the early excitement dissipated quickly. Managers opposed the program and 

employees had to enter the same data twice—once into their operational systems and, then, 

once again into Intellipedia (CIA 2009; Dixon and McNamara 2008; Dizard 2006; Jackson 2009; 

Zyskowski 2009). Similarly, Diplopedia's (the US Department of State’s (DOS) Facebook-like 

program to encourage employees worldwide to share information) founders tried to address 

this Intellipedia shortcoming by allowing only DOS employees to publish data in Diplopedia 

whilst non-DOS end-users could only read it. But, by so doing, Diplopedia became less helpful 

to officials outside the DOS (Bronk and Smith 2010; Cohen 2008; Hickey 2010; Johnson 2007). 

As demonstrated in the next section, an interesting Israeli individual credits-based, 

information-sharing program within the Intelligence Community successfully built solutions 

to these problems.  
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Case Study: Data Fusion in the Israeli Intelligence Community 

Project X was born inside Unit 8200 of the Israeli Intelligence Corps (i.e, 8200 is the Israeli 

military version of the civilian USA National Security Agency (NSA)). A low-ranked Unit 8200 

soldier initiated this project and the system evolved mainly due to the excitement of young 

soldiers who were accustomed to using Facebook. With time, Project X won hearts and minds 

across the Israeli Intelligence Community. Today, the system is installed and operational in 

dozens of military and civilian departments including in organizations infamous for their 

rivalry such the Mossad and Aman Mechkar (i.e., the military intelligence research 

department). 

With Project X, communities of joint interest are created in advance based on factors such as 

the security level and compartmentalization level of the different subscribers. So, for example, 

all civilians and military personnel whose intelligence work concerns a specific Jihadist terror 

organization could be members of a community of interest and distribute to each other 

information about this terror organization, irrespective of the intelligence body they belong 

to. Civilians, officers and soldiers create content in their individual operational systems and 

mark it for sharing. The marked information is distributed to all other members of the 

community of interest. The readers can ‘Like’ specific information and comment on it. The 

creators of the content can read these comments and view how many ‘Likes’ they received 

for a particular piece of content.  

Project X’s developers were determined to correct the faults of the Intellipedia project (see 

above). Thus, for example, these developers knew that the hard-working soldiers of Unit 8200 

would not have the time to re-key the same information into their operational systems and 

also into a Facebook-like data-fusion system. So, Project X was designed to address this 

problem. Officers and soldiers were empowered to highlight/color sentences or paragraphs 
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in the reports they created in various operational systems and then software plugins then 

automatically distributed the highlighted text to other members of various communities of 

interest.  

Most importantly, from day one onwards, Project X continues to flourish based on the 

excitement and passion of low-ranking soldiers who, for the first time ever, can see who is 

using the content that they are creating. Project X is highly egalitarian. Everyone, from the 

Chief of the Military Intelligence Corps down to the lowliest soldier, is an ‘end-user’ in Project 

X. So, often, a corporal who created an informing message can view, minutes later, a comment 

or a ‘Like’ that he or she received from the Chief of Military Intelligence. Thanks to Project X, 

soldiers who created an important message with life-saving content are invited to participate 

in meetings and present their views to high-ranking officers and civilian officials. Project X is a 

system that thrives on the individual credit and recognition that simple soldiers receive 

through their participation in this project.  

Institutional Incentives 

Several countries demonstrate the potential of implementing institutional incentives-driven 

information sharing arrangements. In Brazil, a web-based system called Bacenjud provides the 

Brazilian Central Bank with incentives to share information with the courts. The Bacenjud 

system empowers judges in thirty different courts to request that the Central Bank freeze or 

liberate the bank accounts of individuals and companies, or declare an entity as bankrupt. A 

Bacenjud request costs the Brazilian Central Bank less than 80 cents to process as opposed to 

the 10-dollar cost of a request before Bacenjud was introduced. Every Bacenjud request can 

be addressed in less than 24 hours as compared to 5 to 20 days previous to Bacenjud (Joia 

2004; Machado 2007). In Israel, Resolution 1933, Article 5E (see above) mandates the 
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allocation of specific budgets to incentivize government agencies to improve their data 

exchanges. The little known history of the Australian Public Sector Mapping Agencies (PSMA) 

provides another example of institutional incentives-driven data fusion solution with 

important insights on how such a model can evolve. 

Case Study: The Australian PSMA (Supply-Chain Model) 

The Australian Public Sector Mapping Agencies (PSMA) [https://www.psma.com.au] case 

study illustrates how a beneficial supply-chain model of incentives can be created and 

nurtured to become very successful. During the early 1980s governments worldwide 

converted their maps into digital format. In the late 1980s, the Australian Bureau of Statistics 

(ABS) searched for a digital mapping solution to facilitate the Census of Population and 

Housing (Australian Census) that the ABS carries out every five years in a thinly populated 

country that is slightly larger than the United States (excluding Alaska). Geospatial data was 

available via ten National Mapping Cadastral Agencies (NMCAs): one for each of Australia’s six 

states and two territories and two for the Commonwealth. Tensions existed among the 

agencies.  

Unfortunately, the two Commonwealth agencies, the Australian Land Information Group 

(AUSLIG) and the Royal Australian Survey Corps (RA SVY), competed with each other. RA Svy 

maintained a good working relationship with the state and territory mapping agencies. These 

agencies generally mistrusted AUSLIG. Organizations (the ABS included) would have had to 

negotiate data access and pricing separately with each agency. Each agency maintained data 

in a different format that was generally incompatible with those of other agencies. Their 

datasets used contrasting technologies and different data models. They used different 

coordinate systems and their data differed in quality and accuracy. Most importantly, the ten 
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mapping agencies were concerned about ownership rights to data that they had captured at 

great cost over many years. The agencies were also nervous about the prospect of another 

agency “fiddling” with their data. So, prior to 1992, no organization managed to negotiate 

ongoing access to the datasets of the ten mapping agencies or to construct a high-quality 

digital map of Australia.  

The ABS created an initial incentive (a public tender worth $50M Australian dollars) to create 

the first-ever Australian digital map. Digital mapping data represented the “crown jewels” of 

mapping agencies back then. The surveyors-general in charge of the mapping agencies wanted 

to ensure in advance that they would be able to maintain ownership rights and possible 

revenues from any arrangement with the ABS. On January 31, 1992, they met to discuss the 

creation of a national dataset that would include Digital Cadastral DataBase (DCDB) data and 

selected topographic data.  

Mutual acrimony and mistrust among the mapping agencies was high. Some believed that 

supplying data for the national dataset would be a distraction. Others were concerned that 

their datasets would be degraded by incorporating them into a unified national dataset. All 

feared that they might lose data ownership. However, the surveyors-general understood that 

the Australian Census mapping project offered them a once in a lifetime opportunity to unify 

their data into a single Australian digital mapping and cadastral database at little or no cost. 

They also knew that other nonpublic sector organizations would be willing to pay to access 

this database in the future. The surveyors-general were eager to develop new potential 

revenue streams for their agencies because they were increasingly subject to cost-recovery 

budgetary frameworks that compelled them to generate revenues from maps and digital map 

data sales.  
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Therefore, the surveyors-general worked jointly to create a new organization called the Public 

Sector Mapping Agency (PSMA). They mobilized the Land Ministers of their various 

governments. They designated Professor Don Grant, the New South Wales (NSW) surveyor-

general as their leader. Grant, himself a former military surveyor, was a skilled negotiator and 

an astute political operator. Grant was bold when needed: several times he embarrassed 

AUSLIG at meetings for their non-collegial behavior toward PSMA in pursuit of AUSLIG’s 

commercial interest. The meetings were frequently heated. Grant kept all participants 

focused on the goal - creating Australia’s first digital map. Persistence paid off. All agencies, 

including AUSLIG joined PSMA on day one and remain members to this day. In early 1996, 

PSMA successfully delivered the first digital whole-of-Australia map to the ABS. 

The PSMA incentives-driven, supply-chain model has been evolving since 1996. By 1996, the 

ABS grant was depleted. The prospect of acquiring Value Added Reseller (VAR) revenues was 

tempting. The surveyors-general hired a legal counsel to develop new legislation to support a 

novel incentives-driven, supply-chain framework to keep the PSMA alive. The new PSMA 

embedded selective incentives (i.e. royalties and dividends) in the PSMA Australia Limited 

constitution. These incentives are small in comparison to the public sector budgets of the 

mapping agencies. Therefore, the agencies view their foremost obligation as the development 

of the best digital data, each for its own jurisdiction. PSMA Australia Limited remains a 

“serendipitous by-product” which provides just enough incidental revenues to keep agencies 

focused on PSMA’s success. 

PSMA Australia Limited has adopted a unique business model to motivate stakeholders to 

share data. The state, territory, and Commonwealth mapping agencies are shareholders and 

data suppliers. These relationships are legally distinct and dealt with separately. Australian 
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legislation defines the nature of the shareholder relationship; PSMA Australia Limited’s 

structure is the same as that of listed companies on the Australian Stock Exchange although 

PSMA Australia Limited remains an unlisted public company. Each of the nine agencies holds 

a single share in PSMA Australia Limited. The latter has a board of ten directors— one from 

each state or territory government plus an independent chair— with a CEO, a chief operating 

officer, and a small team of employees. At the direction of the board, PSMA Australia Limited 

can return dividends to shareholders, when a surplus exists at the end of the year. As data 

suppliers, the agencies always receive a license fee from PSMA Australia Limited for the use 

of their datasets. 

VARs pay PSMA Australia Limited an annual access fee and royalties based on sales of the VAR 

product. The latter then uses the revenues to create new national datasets and to improve 

existing ones. PSMA Australia Limited’s data products are distinct from those created by the 

agencies; often PSMA Australia Limited licenses its datasets back to the agencies so that the 

latter can take advantage of the national consistency and improved data quality. Such 

licensing may occur directly between PSMA Australia Limited and the agencies but more 

commonly it will occur through an intermediary VAR where there is additional value desired 

by a particular agency. 

Most important, the founders built PSMA (and subsequently PSMA Australia Limited) to be an 

institution that does not compete with the business lines of its shareholding agencies. PSMA 

Australia Limited focuses on developing national datasets that otherwise would not be 

available. It refers clients who seek high-resolution, local maps to the shareholding agencies. 

Those who seek whole-of-Australia mapping products can purchase these from PSMA 

Australia Limited.  

http://www.gov.il/
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This sophisticated incentives-driven framework increased cooperation and information 

sharing among the agencies. After the birth of PSMA, officials from the different NMCAs began 

meeting each other more frequently. They engaged with each other to create new geospatial 

products. By working closely together, the Australian NMCAs were able to remove duplicate 

products and save money. They also developed an entirely new data network connecting the 

providers and users of spatial information.  

Over time, the Australian mapping agencies began delegating increased electoral and financial 

powers to PSMA Australia Limited. The agencies have continuously expanded the scope of 

issues that PSMA Australia Limited is authorized to deal with. In 1997, PSMA Australia Limited 

signed its first contract with a VAR. Today PSMA Australia Limited licenses its products to more 

than thirty VARs. Over the years, PSMA Australia Limited has increased the number of new 

products and the intensity of releasing updates for existing products, has improved the quality 

of datasets, increased the number of data release formats, and expanded its relationships 

with mapping agencies worldwide. 
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Figure 11 - Fusing Australian Mapping Data Before and After the Birth of the PSMA 

The PSMA held together during tough economic times. Before the 2008 economic 

meltdown, PSMA Australia Limited shareholders paid themselves 20 percent mandatory and 

an additional 20 percent discretionary royalties based on annual revenues. They voted to stop 

discretionary royalty payments after the crisis erupted and continue to refrain from doing so 

to date. 

The history of PSMA provides several powerful lessons that bode well for the future of Citizen 

360. First, initial discord and acrimony among stakeholder agencies can be overcome. Second, 

changing existing law is a critical first step to improving public sector data fusion. The ABS 

needed to be released from the legal obligation to exclusively use AUSLIG maps, before ABS 

could publish a public tender for a digital mapping solution. Technical and economic 

breakthroughs such as this occur only where a supportive legal-institutional framework exists. 

Third, seed money is critical to motivate agencies to set aside long-standing rivalries and 

engage each other in foundational conversations about improving data fusion. Fourth, a 

skilled negotiator-leader (Grant) and management team (Mobbs and Mooney, Grant’s hired 
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lieutenants) can play a critical role in developing trust and convincing all stakeholder agencies 

to cooperate. Deeper data fusion evolved as agencies began working together to unify their 

data.  

Most interesting is the fifth and last lesson from the PSMA case study. The Australian PSMA 

case study demonstrates how the successful application of an incentives-driven, data-fusion 

model in one domain can create a “snowball effect” in other domains of government work. In 

2000, after completing seven years of service in PSMA, Mobbs, Grant’s capable CEO, was 

immediately recruited to resolve the failure to fuse data among Australian policing 

organizations. Mobbs’s subsequent successful efforts as the inaugural executive director of 

CrimTrac then the Australian data-fusion agency in the policing domain, included the effective 

use of the same incentives-driven framework that Grant and Mobbs developed in the mapping 

domain. This demonstrates that public sector entrepreneurs who successfully launch an 

incentives-driven data-fusion framework in one domain can replicate their success in other 

domains (Dixon 2010, Holmes 2009, Littlewood; MacDonald, and Stanley 2010, Mobbs 1998, 

Paull 2013, Paull and Lovell 2012). 

Case Study: Israel’s Drivers-at-Risk Insurance Pool 

The Israeli law (1970) mandates drivers to purchase a mandatory car insurance policy. A 

government-led reform in the car insurance marketplace (2001) successfully created 

competition among private sector insurance corporations; drivers then paid reduced 

premiums while renewing their insurance policies. The competitive car insurance marketplace 

remains a profitable one. Estimates suggest that the five leading car insurance corporations 

in Israel enjoy a profit of one billion shekels over revenues of five billions shekels (i.e a 

significant 20% profit). 
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Yet, the 2001 reform suffered from a negative side effect. Before 2001, drivers-at-risk (such 

as young drivers, drivers involved in frequent road accidents, drivers who frequently sued 

their car insurance companies, and motorcycle drivers) purchased insurance policies from the 

insurance corporations and their coverage was subsidized by drivers who were not at risk. 

After 2001, the reform empowered the car insurance corporations to refuse taking on drivers-

at-risk. In addition, the reform created an online database containing information about all 

Israeli drivers and their driving history. This database is shared today by all car insurance 

corporations. So, the 2001 car insurance reform created an impossible situation. On the one 

hand, drivers-at-risk were required by law to acquire mandatory car insurance. On the other 

hand, the insurance companies refused selling such insurance policies to drivers-at-risk. 

To correct this anomaly, the state’s insurance commissioner published an ordinance that 

compelled the insurance companies to create a pool (also known as “the pool”) to provide 

insurance to drivers-at-risk. The pool sells insurance policies to drivers-at-risk for higher 

premiums. Naturally, the pool continuously loses money because it must settle many claims. 

So, the pool is a mechanism through which car insurance corporations share loses due to 

insuring drivers-at-risk. The incentive here is to reduce losses due to having to insure these 

high risk drivers.  

The Israeli insurance pool serves as a powerful reminder that incentives must be dynamic and 

undergo frequent changes. Continuous adaptation is required to sustain institutional 

incentives as an adequate driving force to change data fusion behavior. For example, in 2016, 

the Israeli Minister of Finance and the Insurance Commissioner launched a new reform 

designed to turn the pool into a competitive player in the car insurance marketplace - even to 

compete with its owners (the car insurance corporations). The reform’s goal was to provide 
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bigger discounted premium payments to the Israeli public. There are initial signs that this 

reform is working; however, the car insurance corporations recently filed a lawsuit against the 

Insurance Commissioner arguing that the reform illegally compelled them to compete against 

themselves! 

Citizen 360: Placing the Citizen and the Center 

Technological pathways to support Citizen 360 exist. However, the success of Citizen 360 will 

depend first and foremost on creating a supportive legal framework that will ensure the 

protection of citizens’ privacy and provide incentives for agencies to support Citizen 360. 

Citizen 360 will face tough challenges including government systems that were built not to 

share data, a regulatory framework that encourages fragmenting government data, citizens 

concerned about privacy violations, and, most importantly, discouraged agencies who might 

even view Citizen 360 as a data-ownership risk.  

Still, and as shown in figure 11 below, solutions exist. We can create a novel regulatory 

framework like RINIS to address agencies’ data-ownership concerns. Citizens can become co-

designers of new privacy protection mechanisms. The public debate over the Icelandic 

BioBank project provides some support for this argument. A handful of high-level champions 

can exert effective top-down pressure on their agencies. These champions can award 

recognition and reputation credits to low-ranking officials who contribute to Citizen 360. 

These champions can also build institutional incentives that will supplement the meager 

budgets of their agencies in return for supporting Citizen 360. The quiet data fusion revolution 

inside the Israeli Intelligence Corps provides encouragement and support for these 

arguments. 
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Once a supportive regulatory framework is created and the appropriate incentives and privacy 

protections are codified, clever data fusion technologies such as those of K2View and Palantir 

can create a ‘value chain’ of well-integrated government data that is built on top of silo 

databases to support Citizen 360. Then, a new generation of improved intra-governmental 

data-exchanges and government services built on top of these exchanges can be unleashed. 

Individual citizens and communities will benefit from these services in normal and emergency 

times. For example, citizens then would update government only once about important life 

changes (such as marriage or divorce), communities could visualize and plan better the impact 

of large-scale infrastructure programs on the community, and government would respond 

better and faster in during large scale, natural or manmade disasters. Most importantly, 

citizens demand advanced government services that can only be built on top of a strong 

Citizen 360-like, data fusion infrastructure. To unleash Citizen 360, we must first confront the 

organizational, regulatory and privacy challenges of this program.  
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Figure 12 - Citizen 360: Solutions to the Four Challenges 
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